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Protection of Data from Cipher-Text Only Attack
using Key Based Interval Splitting
A. Duraisamy, K. Somasundaram, M. Sathiyamoorthy
Abstract- Modifications of Arithmetic Coding (AC) is to
improve the security in two methods are: RAC (Randomized
Arithmetic Coding) and KSAC (AC with Key-based interval
splitting). For the security, encryption uses AC that is based on
the inability of the opponent to distinguish between the
encryption of one plaintext from the encryption of another.
Chosen plaintext attacks are insecure in RAC, because same key
is used to encrypt different messages even random key is used for
compress every messages. The new encryption scheme is used for
improve security in RAC that is the encryption is performed by a
bit wise X-OR of the compressed output with the pseudorandom
bit sequence for chosen plaintext attacks. Then encryption
scheme is used for improve security in KSAC that is the
encryption is performed by a bit wise X-OR of the compressed
output with the pseudorandom bit sequence for chosen plaintext
attacks.
Keywords-AC, RAC, KSAC, Plaintext, Ciphertext, Plaintext
attacks, AES

I.

INTRODUCTION

Chosen plaintext for Randomized Arithmetic Code are
based on same key used to encode many messages, known
that using a same key for many messages leads to insecure
encryption scheme .The strongest version of security is
chosen-cipher text security where the adversary has access
to the encryption and decryption engine (but does not know
the secret key) and can decrypt any ciphertext of his choice
or encrypt any plaintext to his choice. Every message will
be compressed using a new key sequence achieved using a
secure pseudorandom sequence generator. Arithmetic
coding followed by XOR with a secure Pseudorandom bit
sequence leads to an encryption scheme that is chosenplaintext secure.
The XOR can be incorporated into AC thereby incurring
minimal penalty for real-time applications. RAC that uses
different key for different messages is not secure under
cipher text only attack, but secure in chosen plaintext attack.
When both compression and security are sought, one
approach is to simply use a traditional arithmetic coder in
combination with a well-known encryption method such as
the Advanced Encryption Standard (AES).

However, while this will certainly meet both goals, it fails
to take advantage of the additional design flexibility and
potential computational simplifications that are available if
the coding and encryption are performed jointly. Providing
compression and security simultaneously is important
because of increased use of compressed media files in many
applications such as the internet, digital cameras, and
portable music players.
To achieve both compression and security there are two
possible approaches. One is to use traditional compression
methods followed by an encryption method using a stream
or block cipher. Another approach is to incorporate security
by modifying the compression method. The latter approach
offers additional design flexibility and hence computational
simplifications. This may hence be a good approach to
encrypt the large amounts of data in multimedia
applications. Modified compression can be used along with
selective encryption for real-time multimedia encryption. In
selective encryption, only crucial parts of the multimedia
data are encrypted.
Indistinguishability against ciphertext-only attacks (or
indistinguishability in the presence of an eavesdropper) is
the weakest form of security where the adversary can only
eavesdrop on ciphertexts. A stronger version of security is
chosen-plaintext security where the adversary has access to
the encryption engine (but does not know the secret key)
and can, therefore, encrypt any message of her choice. Thus
the adversary has oracle access to the encryption engine.The
pseudorandom bit sequence is derived in advance using
Advanced Encryption Standard (AES) in the counter mode,
then the first-compress-then-encrypt method results in a
performance penalty of only a few two input XOR-gate
delays. Chosen-plaintext attacks for both RAC and KSAC
are based on the fact that the same key is used to encode
many messages. However it is known that using the same
key for many messages leads to insecure encryption
schemes. We lift this restriction on RAC and KSAC. This
implies that every message will be compressed using a new
key sequence. This can easily be achieved using a secure
pseudorandom sequence generator (e.g., Advanced
Encryption Standard (AES) in the counter mode.
A. Randomized Arithmetic Code
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Chosen plain text for Randomized Arithmetic Code are
based on same key used to encode many messages, known
that using a same key for many messages leads to insecure
encryption scheme every message will be compressed using
a new key sequence achieved using a secure pseudorandom
sequence generator RAC that uses different key for
different messages is not secure under cipher text only
attack, But secure in chosen plaintext attack. To prove that
RAC that uses different keys for
different messages is not secure
under ciphertext-only attacks.
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Note that we assume that key length is negligible
compared to message. A proof similar to the one in this
paper could also be used to prove that KSAC is also
insecure against ciphertext-only attacks. Indistinguishability
against cipher text-only attacks (or in distinguishability in
the presence of an eavesdropper) is the weakest form of
security where the adversary can only eavesdrop on cipher
texts.
Chosen-plaintext attack has been proposed for two
methods when the same key is used to encrypt different
messages. We first give the definition for security of
encryption using AC that is based on the inability of the
adversary to distinguish between the encryption of one
plaintext from the encryption of another. Using this
definition, we prove that RAC is insecure even if the new
random key is used to compress every message. Our proof
assumes that the only eavesdrop on the ciphertext and
cannot request encryptions of chosen-plaintexts. A chosenplaintext attack is the attack model for cryptanalysis which
presumes that the attacker has the capability to choose
arbitrary plaintexts to be encrypted and obtained the
corresponding ciphertexts. The goal of the attack is to gain
some further information which reduces the security of the
encryption scheme.
In the worst case, a chosen-plaintext attack could reveal
the scheme's secret key. For some chosen-plaintext attacks,
only a small part of the plaintext needs to be chosen by the
attacker: such attacks are known as plaintext injection
attacks. This appears, at first glance, to be an unrealistic
model; it would certainly be unlikely that an attacker could
persuade a human cryptographer to encrypt large amounts of
plaintexts of the attacker's choosing. Modern cryptography,
on the other hand, is implemented in software or hardware
and is used for a diverse range of applications; for many
cases, a chosen-plaintext attack is often very feasible.
Chosen-plaintext attacks become extremely important in a
context of public key cryptography, where the encryption
key is the public and attackers can encrypt any plaintext
they choose.

adaptation. Adaptation is the changing of a frequency table
while processing of a data. The decoded data matches the
original data as long as the frequency table in the decoding
is replaced in the same way and in the same step as in
encoding. The synchronization is, usually, based on a
combination of symbols occurring during the encoding and
decoding process. Adaptive arithmetic coding significantly
improves the compression ratio compared to static methods,
it may be as effective as 2 to 3 times better in the result.
C. AES Algorithm
AES is based on a design principle known as the
substitution-permutation network, and is fast in both
software and hardware. Unlike its predecessor DES, AES
doesn’t use a Feistel network. AES is a variant of Rijndael
which has an fixed block size of 128 bits, and a key size of
128, 192, or 256 bits. By the Rijndael specification per se is
specified with block and the key sizes that may be any
multiple of 32 bits, both with a minimum of 128 and a
maximum of 256 bits. AES operates on a 4×4 column-major
order matrix of bytes, termed the state, although some
versions of Rijndael have a larger block size and have
additional column in the state. Most AES calculations are
done in the special finite field. The key size used for an AES
cipher specifies the number of repetition of transformation
rounds that convert the input, called the plaintext, into the
final output, called the ciphertext.
Key Expansion: Round keys are derived from the cipher
key using Rijndael's key schedule.
AddRoundKey: Each byte of the state is combined with
the round key using bitwise XOR.
SubBytes: A non-linear substitution step where each byte
is replaced with an according to a lookup table.
ShiftRows: The transposition step where each row of the
state is shifted cyclically a certain number of steps.
MixColumns: A mixing operation which operates on the
columns of the state, combining the four bytes in the each
column.
II. LITERATURE REVIEW

B. Arithmetic Coding
Arithmetic coding is a form of entropy encoding used in
lossless data compression. Normally, a string of characters
such as the words "hello there" is represented using a fixed
number of bits per character, as in the ASCII code. When a
string is converted to arithmetic encoding, frequently used
characters will be stored with fewer bits and not-sofrequently occurring characters will be stored with more
bits, resulting in fewer bits used in total. Arithmetic coding
differs from other form of the entropy encoding such as
Huffman coding in that rather than separating the input into
component symbols and replacing each with a code,
arithmetic coding encodes the entire message into a single
number, a fraction n where (0.0 ≤ n < 1.0). In general, each
step of the encoding process, except for the very last, is the
same; the encoder has basically just three pieces of data to
consider:
 The next symbol that needs to be encoded.
 The current interval (at the very start of the encoding
process, the interval is set to [0,1), but that will change)
 The probabilities of the model assigns to each of the
various symbols that are possible at this stage.
One advantage of arithmetic coding over other similar
methods of data compression is the convenience of the

H.Kim et al [1], adopt an approach in which the intervals
associated with each symbol, which are continuous in a
traditional arithmetic coder, can be split according to a key
known both to the encoder and decoder. Were move the
constraint that the intervals corresponding to each symbol
be continuous, and instead use a more generalized constraint
that the sum of the length soft he one or more intervals
associated with each symbol be equal to its probability.
Jiangtao (Gene)Wen et al [2], adopt an approach in which
the intervals associated with each symbol, which are
continuous in a traditional arithmetic coder, can be split
according to a key known both to the encoder and decoder.
For example, in a binary system with two symbols A and B
and p (A) =2/3 and p(B) =1/3, a traditional partitioning
would represent A by the range [0; 2/3) andB by the range
[2/3; 1).
G.Langdon et al [3], describes a joint RAC/XOR
encryption paradigm for efficient multimedia data
protection is presented in this work. By exploiting the
structure of entropy coder, the
proposed scheme demands very
low computation cost and can be
easily implemented.

Retrieval Number: D0185031413/2013©BEIESP

31

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication

International Journal of Innovative Science and Modern Engineering (IJISME)
ISSN: 2319-6386, Volume-1 Issue-4, March 2013
It is highly robust against various cryptanalytic attacks. The
scheme provides good security and adds less over head. Future
directions would be to increase the speed of the randomized
binary arithmetic coder.J.Wen et al [4], adopt an approach in
which the intervals associated with each symbol, which are
continuous in a traditional arithmetic coder, can be split
according to a key known both to the encoder and decoder.
Were move the constraint that the intervals corresponding to
each symbol be continuous, and instead use a more generalized
constraint that the sum of the lengths of the one or more
intervals associated with each symbol be equal to its
probability.
N. K. Ratha et al [5], describes an idea of multiple snapshots
to be taken in which more than one instance of the same
biometric is used for the enrolment and/or recognition. For
example, multiple impressions of the same finger, or multiple
samples of the voice, or multiple images of the face may be
combined. By doing these the error rate during the finger print
input decreases drastically.
S.Goldwasser et al [6], given a public-key infrastructure
(PKI) and digital signatures, it is possible to construct broadcast
protocols tolerating any number of corrupted parties. Almost all
existing protocols however, do not distinguish between
corrupted parties (who do not follow the protocol), and honest
parties whose secret (signing) keys have been compromised
(but who continue to behave honestly). We explore conditions
under which it is possible to construct broadcast protocols that
still provide the usual guarantees (i.e., validity/agreement) to
the latter.
D.J.C.Mackay et al [7], Cryptographic techniques are used to
secure confidential data from unauthorized access, but these
techniques are very sensitive to noise. A single bit change in
encrypted data may have catastrophic impact over the
decrypted data. This paper addresses the problem of removing
bit error in visual data which are encrypted using AES
algorithm by block. In order to remove the noise, three
statistical analyses are proposed which are based on Global
variance, Mean local variance and Sum of squared derivative.
These methods exploit local statistics of the visual data and
confusion/diffusion properties of the encryption algorithm to
correct the errors. Experimental results show that the proposed
approaches can be used at the receiving end for the possible
solution for error correction in visual data in encrypted domain.
P. W. Moo et al [8], consider the problem of resynchronizing
simple arithmetic codes. This research lays the groundwork for
future analysis of arithmetic codes with high-order context
models. In order for the decoder to achieve full
resynchronization, the unknown, initial b bits of the code
stream must be determined exactly. When the source is
approximately IID, the search complexity associated with
choosing the correct sequence is at least O (2 b/2). Therefore,
when b is 100 or more, the time complexity required to achieve
full resynchronization is prohibitively high. To partially
resynchronize, the decoder must determine the coding interval
after b bits have been output by the encoder.
T. Lookabaough et al [9], Selective encryption is a

technique to save computational complexity or enable
interesting new system functionality by only encrypting a
portion of a compressed bit stream while still achieving
adequate security. Although suggested in the numbers of
specific cases, selective encryption could be much more
widely used in consumer electronic applications ranging
from mobile multimedia terminals through digital cameras
were it subjected to a more thorough security analysis. We
describe selective encryption and develop a simple scalar
quantizer example to demonstrate the power of the concept,
list a number of potential consumer electronics applications,

and then describe an appropriate method for developing and
analyzing selective encryption for particular compression
algorithms.
Maneesh Upmanyu et al [10], proposed Biometric
authentication has been widely regarded as the most
foolproof - or at least the hardest to forge or spoof [1]. Since
the early 1980s, systems of identification and authentication
based on physical characteristics have been available to
enterprise IT. These biometric systems were slow, intrusive
and expensive, but because they were mainly used for
guarding mainframe access or restricting physical entry to
relatively few users, they proved workable in some highsecurity situations. Twenty years later, computers are much
faster and cheaper than ever.
A.K.Jain et al [11], describes the biometric recognition as
a pattern recognition system that operates by acquiring
biometric data from an individual, extracting a feature set
from the acquired data, and comparing this feature set
against the template set in the database. He describes that a
biometric system basically comprises of four main modules.
These modules are sensor module, Feature extraction
module, matcher module and System database module.
Katz. J et al [12], a joint RAC/XOR encryption paradigm
for efficient multimedia data protection is presented in this
work. By exploiting the structure of entropy coder, the
proposed scheme demands very low computation cost and
can be easily implemented. It is highly robust against
various cryptanalytic attacks. The scheme provides good
security and adds less over head. Future directions would be
to increase the speed of the randomized binary arithmetic
coder.
R.L.Rivest et al [13], presented with the novel property
that publicly revealing an encryption key does not thereby
reveal the corresponding decryption key. This has two
important consequences. First is couriers or other secure
means are not needed to transmit keys, since a message can
be enciphered using an encryption key publicly revealed by
the intended recipient. Only decipher the message, since
only he knows the corresponding decryption key. The
second is a message can be signed" using a privately held
decryption key. Anyone can verify the signature using the
corresponding publicly revealed encryption key. Signatures
cannot be forged, and a sign cannot later deny the validity of
this signature. This has been understandable applications in
electronic mail and the electronic funds transfer systems.
Taher ElGamal et al [14], proposed a public key encryption
Algorithm which is better than the conventional RSA
algorithm as the security of the RSA depends on the
difficulty of factoring large integers.
III. EXISTING SCHEME
Chosen plain text for Randomized Arithmetic Code are
based on same key used to encode many messages, known
that using a same key for many messages leads to insecure
encryption scheme Every message will be compressed using
a new key sequence achieved using a secure pseudorandom
sequence generator RAC that uses different key for different
messages is not secure under cipher text only attack, But
secure in chosen plaintext attack. We prove that RAC that
uses different keys for different
messages is not secure under
ciphertext-only attacks.
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Note that we assume that key length is negligible
compared to message.
A proof similar to the one in this paper could also be used
to prove that KSAC is also insecure against ciphertext-only
attacks. Indistinguishability against cipher text-only attacks
(or in distinguishability in the presence of an eavesdropper)
is the weakest form of security where the adversary can only
eavesdrop on cipher texts.
Chosen-plaintext attacks have been proposed for the two
methods when the same key is used to encrypt different
messages. We first give the definition for security of
encryption using AC that is based on the inability of
adversary to distinguish between the encryption of one
plaintext from the encryption of another. Using this
definition, we prove that RAC is insecure even if a new
random key is used to compress every message. Our proof
assumes that the only eavesdrop on the ciphertext and
cannot request encryptions of chosen-plaintexts.

Compression is the useful because it helps reduce
resources usage, such as data storage space or transmissions
capacity. Because the compressed data must be
decompressed to use, this extra processing impose
computational or other costs through decompression, the
situation is far from being a free lunch. Data compression is
the subject to a space-time complexity trade-off. For
instances, a compression scheme for video may require
expensive hardware for the video to be decompressed fast
enough to be viewed as it is being decompressed, and the
option to decompress the video in the full before watching it
may be inconvenient or require additional storage. The
design of data compression schemes involve trade-offs
among the various factors, including the degree of
compression, the amount of distortion introduced the
computational resources required to compress and
uncompress the data.

IV.PROPOSED SYSTEM

In cryptography, encryption is the process of encoding
messages in such a way that eavesdroppers or hackers
cannot read it, but that authorized parties can. In an
encryption schemes, the message or information is
encrypted using an encryption algorithm, turning it into an
unreadable ciphertext. This is usually done with the use of
an encryption key, which specifies how the message is to be
encoded. Any adversary that can see the ciphertext should
not be able to determine anything about the original
message. An authorized party, however, is able to decode
the ciphertext using a decryption algorithm that usually
requires a secret decryption key, that adversary does not
have the access to. For technical reasons, an encryption
scheme usually needs a key-generation algorithm to
randomly produce keys.
There are two basic types of the encryption schemes:
Symmetric-key and public-key encryption. In symmetrickey schemes, the encryption and decryption keys are the
same. Thus communicating parties must agree on a secret
key before they wish to communicate. In public-key
schemes, the encryption key is published for anyone to use
and encrypt messages. However, only the receiving party
has access to the decryption key and is capable of reading
the encrypted messages. Public-key encryption is a
relatively recent invention: historically, all encryption
schemes have been symmetric-key schemes. The input key
sequence is given to pseudorandom generator. The
pseudorandom generator operations are bytesub, shiftrow,
mixcolumn and addroundkey. Each of the bytes in the
matrix changed to another byte in byte substitution. The
rows of the matrix are shifted cylindrically to the left. The
output of the shift row is multiplied by binary matrix. The
add round key is derived by XOR with mixcolumn. Key regenerator gives the key for each key based interval splitting
in arithmetic coding. Then it gives as input to the pseudo
random generator until the given input splitting finished.

The proposed system, improve the security of Key
Based Interval Splitting (KSAC) using Advanced
Encryption Standard (AES).
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Fig. 1 Proposed System Architecture
A. Compression Block
The plain text is the input to the compressor. This plain
text gets compressing by key based interval splitting
arithmetic coding. The actual compression is performed by
the interval splitting arithmetic coder. In an interval splitting
AC, the intervals associated with each symbol, which are
continuous in a traditional arithmetic coder, can be split
according to a key known both to the encoder and decode
data compression, source coding, or bit-rate reduction
involves encoding information using fewer bits than the
original representation. Compression can be either lossy or
lossless. Lossless compression reduces bits by identifying
and eliminating statistical redundancy. No information is
lost in lossless compression. Lossy compression reduces bits
by identifying marginally important information and
removing it. The process of reducing the size of a data file is
popularly referred to as data compression, although it’s
formal name is source coding.

B. Encryption Block

C .Decryption Block
When receiver receives the encrypted message, called
cipher text he changes it back to plain text using a
decryption key. Chosen plaintext means hacker gains
temporary
access
to
the
encryption machine. Receiver
can encrypt a large number of
suitably chosen plaintext and try
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to use the resulting cipher text to deduce the key. Chosen
cipher text strings of symbols and try to use the results to
deduce the key. No information is lost in lossless
compression.
Lossy compression reduces the bits by identifying
marginally important information and removing it. Finally
the original file which was send by the sender is decrypted
and decompressed. Each type of data-compression algorithm
minimizes redundant data in a unique manner. For example,
the Huffman encoding algorithm assigns the code to
characters in a file based on how frequently those characters
occur.
V.CONCLUSION
The proposed system provides the security on encrypted
secret message by Key based interval splitting (KSAC) using
Advance Encryption Standard (AES). When sending the
message from sender to receiver first the message compressed
then encrypted. For encryption AES is used. The compressed
encrypted message sends to the receiver. The 128 bit key also
sends to the receiver. Receiver receives the both key and
encrypted message. Then he decrypts the original message
which was s Randomized Arithmetic coding is used to encrypt
the message. In our proposed system we used Key based
interval Splitting by the algorithm Advance Encryption
Standard. It encrypts by the 128 bit key. For encryption we can
use 256 and other combination of keys which is compatible for
Advance encryption standard. And also we can change AES
algorithm for encryption in future. The decryption method
depends on the encryption method used.
In existing system Randomized Arithmetic coding is used to
encrypt the message. In our proposed system we used Key
based interval Splitting by the algorithm Advance Encryption
Standard. It encrypts by the 128 bit key. For encryption we can
use 256 and other combination of keys which is compatible for
Advance encryption standard. And also we can change AES
algorithm for encryption in future. The decryption method
depends on the encryption method used.
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