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Abstract— This paper is a review of some publications that
considered estimation issues within wireless sensor networks.
Byzantine attacks on sensors, sensor position uncertainty, and
calculation error times are some of the issues that falsify data
within a wireless sensor network. Therefore, the implementation
of new systematic methods that outperformed previous methods
solved each estimation issue as described.

An anti-attack and channel aware (AACA) target
localization method was used to address both the attack and
communication errors at the same time, but it only focused on
the Rayleigh fading channel with coherent receiver [1].
If transmitted signals are binary phase-shift keying
(BPSK) signals, the Rayleigh fading channel with soft
receiver and hard decoder can be converted to a binary
symmetric channel (BSC) model. This will cause the
Rayleigh channel to be equal to the BSC. The probability of
errors can be derived from the signal to noise ratio (SNR)
channel [1].
Since the maximum likelihood estimation (MLE)
estimator is unbiased, root mean square (RMS) was used. As
the SNR value increased, the RMS errors decreased due to
improved communications. The RMS errors given by the
MLE method were higher than the RMS errors given by the
AACA method, because the MLE method does not account
for both the attack probability and the communication
channel error information [1].
Computation time is usually correlated to complexity. So,
the AACA method used more computational time than the
MLE method, and both the AACA method and the MLE
method were greater than the weighted average (WA)
method’s time, which had the shortest calculation time of the
three [1]. But, the errors given by the AACA method were
closer to the Cramer-Rao lower bound (CRLB) [1].

Index Terms— Binary Symmetric Channel (BSC), Byzantine
Attack, Cramer-Rao Lower Bound (CRLB), Weighted Average
(WA).

I. INTRODUCTION
A wireless sensor network (WSN) is a network in which
sensors monitor distinct instances within an environmental
setting. WSNs have drawn significant attentions [1]-[25].
The estimation types of wireless sensors consist of
temperature, gas, sound, pressure, and any other matter or
anti-matter within an environment that warrants estimation.
Wireless sensors measurement the parameters of events
within an environment, encode the measurement as data, and
then transports the data through a network to a main analysis
center that uses different estimation techniques to estimate
the parameters.
Wireless sensor networks are hot topics in engineering
because of its importance [1]-[5]. The innovation of this
network and the potential of making it more low cost are very
important.
Usually, wireless sensors are low-cost and used in extreme
environments. Therefore, errors occur within any part of
WSNs [1]-[5]. To analyze sensor errors, an estimation theory
called the Creamer-Rao Lower Bound (CRLB) was used as a
criterion, which is the optimum performance that an
estimation system can achieve. This means all estimation
methods can not to outperform the bounds of the Cramer-Rao
function.
In this review, some forms of errors within a wireless
sensor network will be discussed along with tried strategies
and analysis of those experimental findings.

III. LINE ERROR MODEL FOR MAXIMUM
LIKELIHOOD ESTIMATION
Sensor position uncertainty causes errors when the fusion
center tries to locate a target using maximum likelihood
estimation (MLE) in energy-based target localization. Each
sensor that detects a signal has a threshold that it must reach
before it transmits any information about the target.
A fusion center uses the MLE method to estimate the
position of a target. The fusion center can receive inaccurate
information from a sensor if it is positioned in an
undetermined placement, or in motion at the time of data
networking [2]. So, a new line error model maximum
likelihood estimation (LEM MLE) approach is used that
incorporates a model of random sensor position errors in
order to reduce performance degradation caused by sensor
position uncertainty [2]. This approach can be used in all
models of sensor position error that are more general than the
LEM.
The LEM MLE was tested using Monte Carlo simulation;
We compared this approach to the MLE, LEM, TVCEM, and
the CEM approach.
Based on the results, the
MLE approach did not account
for sensor position uncertainty.

II. ANTI-ATTACK AND CHANNEL AWARE
METHOD
In energy based target localization, Byzantine attacks and
communication problems have the probability of occurring.
Byzantine attacks are manipulations of sensor data that are
sent to the fusion center due to an outside intruder [1].
Communication faults are normal sensor errors that occur
within the communication channels.

Manuscript Received on July, 2013.
Evererre Adams, USA.
Shaoliang Jia, Singapore.

Retrieval Number: H0374071813 /2013©BEIESP

21

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication

An Overview of Estimation Methods within Wireless Sensor Networks
The LEM MLE approach was close to the CRLB [2].

equivalent BSC model that considers multi-hop
transmissions. A Monte Carlo simulation was used to test the
effect of hops on localization performance for all sensors.
The estimation errors could be close to the CRLB [5]. This
method was integrated into the MLE framework making it
more convenient and intuitive.

IV. ROBUST ENERGY-BASED TARGET
LOCALIZATION
A robust energy-based target localization method in the
presence of Byzantine attacked sensors was used to counter
Byzantine attack issues. This method assumes that the fusion
center knows the percentage of Byzantine attack probability
[3].
Results from testing showed that the robust energy-based
target localization method had better results than energy
based target localization methods, which do not consider
byzantine attacks when faced with Byzantine sensors. The
majority of this out-performance is due to the robust
energy-based method having the capacity to have Byzantine
sensors flip decisions with probability [3]. Since both
Byzantine and non-Byzantine sensor now applies at the same
time and Byzantine sensors can be removed, it was easier for
the robust energy-based method to localize targets.
A reputation based method was used to single out
Byzantine sensors first. When a Byzantine sensor is found,
the false data from the byzantine sensors will be removed so
the robust energy-based target localization method can
perform better. The RMS errors given by the robust
energy-based target localization method were close to the
CRLB. The reputation based method for identifying
Byzantine sensors resulted in having found most, but not all
Byzantine sensors [3]. So it all adds up to whether or not the
fusion center takes into account the Byzantine sensors.

VII. CONCLUSION
Wireless sensor networks are upgrading regularly, and
becoming more efficient. Sensor attacks; position
uncertainties, calculation time, and other common and not so
common errors are being investigated more thoroughly so
that the overall system achieves the CRLB.
REFERENCES
1.

2.

3.

4.

5.

6.

V. A NEW DIRECT SEARCH METHOD FOR
DISTRIBUTED ESTIMATION

7.

MLE is widely used in target localization, but the issues
that arise from using the MLE method is its’ time
constraints. The MLE method takes an unwanted amount of
time to calculate the location of a target because of its
computation intensity.
To minimize time calculation, a new direct search method
(DSM) was presented. The results showed that the DSM had
a lower computation complexity while still reaching similar
estimation results to that of the MLE method. The DSM is
different from the mean estimator, because it uses quantized
data [4]. The mean estimator uses analog data.
The estimation time of MLE increased linearly as the
number of sensors increased, but this does not occur with the
DSM. The normalized estimation error squared (NEES) was
calculated. Then, because the MLE calculates unbiased
results, root-mean-square (RMS) errors were used as the
performance criterion [4]. The CRLB was used as a
benchmark as well.

8.

9.

10.

11.

12.

13.

VI. ENERGY-BASED TARGET LOCALIZATION
IN MULTI-HOP WIRELESS SENSOR NETWORKS

14.

The multi-hop transmission scheme was modeled using a
binary symmetric channel (BSC). Energy-based target
localization methods do not require direction of arrival
(DOA), or time delay of arrival (TDOA). But, transmissions
from sensors are jumped several times before data reaches the
fusion center in a multi-hop wireless sensor network [5].
The MLE framework was extended to address multi-hop
transmissions by replacing the BSC model with an

15.

16.

Retrieval Number: H0374071813 /2013©BEIESP

22

Z. X. Luo, “Anti-attack and Channel Aware Target Localization in
Wireless Sensor Networks Deployed in Hostile Environments”,
International Journal of Engineering and Advanced Technology, vol. 1,
no. 6, Aug. 2012.
Z. X. Luo, “Modeling Sensor Position Uncertainty for Robust Target
Localization in Wireless Sensor Networks”, in Proceedings of the 2012
IEEE Radio and Wireless symposium, Santa Clara, CA, Jan. 2012.
Z. X. Luo, “ Robust Energy-based Target Localization in Wireless Sensor
Networks in the Presence of Byzantine Attacks”, International Journal
of Innovative Technology and exploring Engineering, vol. 1, no.3, Aug.
2012.
Z. X. Luo, “A New Direct Search Method for Distributed Estimation in
Wireless Sensor Networks”, International Journal of Engineering and
Advanced Technology, vol. 1, no. 4, Sept. 2012.
Z. X. Luo, and T. C. Jannett, “Energy-Based Target Localization in
Multi-Hop Wireless Sensor Networks”, in Proceedings of the 2012 IEEE
Radio and Wireless symposium, Santa Clara, CA, Jan. 2012.
L. Zuo, R. Niu and P. K. Varshney, "Conditional Posterior Cramér–Rao
Lower Bounds for Nonlinear Sequential Bayesian Estimation," IEEE
Trans. Signal Process., vol.59, no.1, pp.1-14, Jan. 2011.
E. Masazade, R. Niu, P. K. Varshney, M. Keskinoz, ''Energy Aware
Iterative Source Localization Schemes for Wireless Sensor Networks'',
IEEE Trans. Signal Process., vol.58, no.9, pp.4824-4835, Sept. 2010.
D. Chen, C. K. Mohan, K. G. Mehrotra, and P. K. Varshney, "Distributed
in-network path planning for sensor network navigation in dynamic
hazardous environments," Wirel. Commun. Mob. Comput., July 2010.
H. Chen and P. K. Varshney, "Nonparametric quantizers for distributed
estimation", IEEE Trans. Signal Process., vol 58, no 7, pp. 3777-3787,
July 2010.
Engin Masazade, Ramesh Rajagopalan, Pramod K. Varshney, Chilukuri
Mohan, Gullu Kiziltas Sendur, and Mehmet Keskinoz, “A
Multi-objective Optimization Approach to Obtain Decision Thresholds
for Distributed Detection in Wireless Sensor Networks," IEEE
Transactions on Systems, Man, and Cybernetics - Part B, Vol. 40, No. 2,
April 2010.
Z. X. Luo and T. C. Jannett, “Optimal threshold for locating targets within
a surveillance region using a binary sensor network”, in Proc. of the
International Joint Conferences on Computer, Information, and
Systems Sciences, and Engineering (CISSE 09), Dec. 2009.
Z. X. Luo and T. C. Jannett, “A multi-objective method to balance energy
consumption and performance for energy-based target localization in
wireless sensor networks”, in Proc. of the 2012 IEEE SoutheastCon,
Orlando, FL, Mar. 2012.
Z. X. Luo and T. C. Jannett, “Performance comparison between
maximum likelihood and heuristic weighted average estimation methods
for energy-based target localization in wireless sensor networks”, in Proc.
of the 2012 IEEE SoutheastCon, Orlando, FL, Mar. 2012.
Z. X. Luo, “A censoring and quantization scheme for energy-based target
localization in wireless sensor networks”, Journal of Engineering and
Technology, vol.2, no.2, Aug. 2012
Z. X. Luo, “A coding and decoding scheme for energy-based target
localization in wireless sensor networks”, International Journal of Soft
Computing and Engineering (IJSCE), vol.2, no. 4, Sept. 2012
O. Ozdemir, R. Niu, and P. K. Varshney, "Tracking in wireless sensor
networks using particle filtering: Physical layer considerations," IEEE
Trans. Signal Process., vol.57, no. 5, pp. 1987-1999, May 2009
Description:

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication

International Journal of Innovative Technology and Exploring Engineering (IJITEE)
ISSN: 2278-3075, Volume-1 Issue-8, July 2013
\\stu04-fsrv.ad.syr.edu\avempaty$\Desktop\ieeexplore.gif
17. O. Ozdemir, R. Niu, and P. K. Varshney, "Channel aware target
localization with quantized data in wireless sensor networks," IEEE
Trans. Signal Process., vol. 57, no. 3, pp. 1190-1202, March 2009.
18. D. Chen and P. K. Varshney, "A survey of void handling techniques for
geographic routing in wireless networks," IEEE Communications
Surveys and Tutorials, vol. 9, pp. 50-67, First Quarter, 2007
19. Z. X. Luo, “Distributed Estimation in Wireless Sensor Networks with
Heterogeneous Sensors”, International Journal of Innovative Technology
and Exploring Engineering, vol. 1, no.4, Sept. 2012
20. Z. X. Luo, “Overview of Applications of Wireless Sensor Networks”,
International Journal of Innovative Technology and Exploring
Engineering (IJITEE), vol. 1, no. 4, Sept. 2012
21. Z. X. Luo, “Parameter Estimation in Wireless Sensor Networks with
Normally Distributed Sensor Gains”, International Journal of Soft
Computing and Engineering, vol. 2, no. 6, Feb. 2013.
22. D. Chen, J. Deng, and P. K. Varshney, "Selection of a forwarding area for
contention-based geographic forwarding in wireless multi-hop networks,"
IEEE Trans. Veh. Technol., vol. 56, pp. 3111-3122, Sept. 2007.
23. Z. X. Luo, “Parameter Estimation in Wireless Sensor Networks Based on
Decisions Transmitted over Rayleigh Fading Channels”, International
Journal of Soft Computing and Engineering, vol. 2, no. 6, Jan. 2013.
24. Z. X. Luo, “Distributed Estimation and Detection in Wireless Sensor
Networks”, International Journal of Inventive Engineering and
Sciences, vol. 1, no. 3, Feb. 2013.
25. L. Snidaro, R. Niu, G. L. Foresti, and P. K. Varshney, "Quality-based
fusion of multiple video sensors for video surveillance," IEEE Trans.
Syst., Man, Cybern. B, vol. 37, pp. 1044-1051, Aug. 2007.

Retrieval Number: H0374071813 /2013©BEIESP

23

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication

